Lightning Talks

Bernhard Merkle — Find(ing) Bugs Is Easy

Charles Bailey — The Rant Of Three

Simon Sebright — SharePoint for Thinking Developers
Phil Nash — Why I Do What I Do

Matt Turner - Fluency

Chris Oldwood — Not Only But Also

Frank Birbacher — Style C++for Version Control
Frances Buontempo - TDD

Astrid Byro — A Cry For Help

Didier Verna — Why?



Find(ing)Bugs is...
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How to reduce the risk: Safer...
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How to reduce the risk: Safer...

Developing
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Java: findbugs

& FindBugs - < <unnamed projeck ==

Datei  Ansicht  Einstellungen  Hilfe

=10l x|

@ 3 Eq: Covariant equals(d (1)

@ 3 HE: Equal objects must have equal hashoodes (4)
@ 3% 152 Inconsistent synchronization (14)

o 3 LI Lngynchronized Lazy Initialization (1)

@ 3% MF: Masked Field (7)

@ @ MS: Mutable static field (i

o 3 NN Maked notify in method (&)

@ 3 1P Mull pointer dereference (13

o 3 RC: Suspicious reference comparison (1)

@ 3 SBSC: String concatenation in loop using + operator {10)
@ 3 SIC: Inner class could be made static 23

@ 3 Se: Incorrect definition of Serializable class (12)

@ M Snvl: Serializable class with no Version 1D 3a)
Kook “a N P N P T T Y

Einzelheiten

Field should be package protected

vulnerability,

& mutable static field could be changed by malicious code or by accident. The field could be made paclage protected to avoid thus

FindBuns - httpfindbugs sourceforge. netl

@UNI"H’ERS!T\' CF
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C++: VisuallLint

-
o5 Wallpaper Manager - Microsoft Visual Studio @M
Eile Edit View Projet Build Debug Tools Window Community Help
A-E-FHe 2 R 9-08-F-5| b Detug + Win32 all T REERE
i [ Gaio.ca) Inftrees.ca| Treesca) < | FlmEARas Statis “Ex
o -
B | & 89 []auto-select Project
o
-
m Show:
2 = = o RO o 2311 35% analysed; 2 unde -
% Bidak i (231 issues; analysed; 2unde -
g } Analysis Status:
= ¥ File Analysis Status Issues
a #endif /* I1SLOW */
(=3 o DEFLATE.C Linderw 105
g2 c—-»sub.code.need = c-»lbits: E”’TO = P— . =
c—»sub.code.tree = c-»ltree; e e B
B i () INFCODES.C Complete )
= . < . e : : — iJADLER32.C Complete &
case LEN: S* i: get lengoh/flitersl/eob mnext */ |.=- | ECDWDRE""- c C::ﬂ:t %
=l Ivik o = L
i = c—¥3ub.code.need; :
! : @creanc Complate i
NEPOBIIS 1) P mrBLOCK.C Underwa 0
t = g-»sub.code.tree + ((uInt)k & inflate mask[jl): [;E]INFFASTC Nt | Yd /
: - ; ot analyse nfa
DOMPEITS (t—>bits}) =i
e | di\Projects\addins\Wisual LintiTest Solutions\vs2005\Wallpaper ManageriCImage), @INFL"!"TE'C Nat analysed n/a
id zZlib\INFCODES.C \__?:ITREES.C Mot analysed nfa
. Line 121 E’]INFIFEES.C Mot analysed nfa
Message 616 (Warning) @UNCUMPF‘..C Mot analysed nfa
control flows into case/default A E}INF'—”_D--C Mot analysed nfa
= @ZUTLL,C Mot analysed n/a
% 1t iz posaible for flow of control to fall into a case statement or a default statement e
< | from above. \Was thiz deliberate or did the programmer forget to insert a break r
| =tatement? If this was deliberate then place a comment immediately before the
d statement that was flagged asin: gt i
1y Project: case 'a: a=0; Complete; Total issues: 33] ;f
/= fall through =/
Show: [E case by @ty
-~
Order | Categof MNote that the message will not be given for a caze that merely follows another =
s casze without an intervening statement. Also, there must actually be a possibility viL X e
1 2 i
4 B Infol S e by operator - is confusing. U.|__[
5 ﬁ Warnm 15 = e L5 e TR e it e e :e_-'defauit
& ,,i,"Informaﬁun 825 d:\Projects), . \INFCODES. C 121 control flows into case/default without -fallthrough
7 ,EJInformaﬁon 737  d:\Projects\,.. \INFCODES.C 123 Loss of sign in promotion fromint to unsigned long
3 ,L‘Informaﬁon a7 d:\Projectsh,.. \INFCODES.C 158 Loss of sign in promotion from int to unsigned long
g WL Information 737 d:\Projectst,.  \INFCODES.C 161 Loss of sign in promotion fromint to unsigned long -
4 T i ) b < 1 | r
_‘a Errar Li5t|.ﬁ Task List |[Z] Output |% Lint Analysis Results | @ Solutian Explorer | [ Lint Analysis Status
Completed Lint analysis of file d\Projects\addIns\Visual LintiTest Solutions'W52005'WWallpaper Manager\CImage'zlib\GZ10.C, 30 issues reported,




Eclipse CDT: Codan

It«;pe Filker texk Code Analysis = S
[+~ Resource
Builders " Use workspace settings [Use workspace sethings |
-- ZiC++ Build &+ Use project settings — -
[=- T ++ General
[+ Code Analysis Problems
-~ Znde Skyle Marne | SEvErity
- Docurmenkation E [#] Potentional Cuke Problem
- File Types Unregistered Test Marker &4 Warning
- Indexer = Patential pragramming problems
- Language Mappings Assignment in condition (5 Warning
- Paths and Symbols Skatement has no effect & Warning
- Linticatar Class has a virtual method and non-wirtual destroc &5 Warning
- Project References Zatching by reference is recormmended 2 Warning
- RunfDebug Settings Suggested parenthesis around expression i Warning
[#- Task Repository Mo return value €3 Error
- WikiTexk Unused return value 3 Error
Mo return {8 Warning

= [ Coding Style
[] Mame corvention Far Function

i Info

—Info
Message:  Statement has no effect %'

hawve any side effect therefore suspicious

Parameters: This problem has extra preferences

Description:  Finds skatements like ‘a;' or '-a;' or ‘a-b;' which do no seems b

Zuskomize. .. |

Restare Defaults | apply |

CIE,

Zancel |
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Eclipse CDT: Linticator

& C/C++ - hello/src/Declare¥irtual.h - Eclipse = IEIIEI
File Edit Source F!n_efactcur Mavigate Search Project Run Window Help
i | & | W |- B[ - @ R -8~ [$-0-Q- | &5 5 - T % Debug
_| o B ] AR (R T T - £H Team Synch...
o i s = E — i s . % 3 = E e e [ E
L[“_jF‘rDl;gED_C_nggﬂrgg -, el TwpeMismatch.cpp [&] Declareyirtual b 23 \“"-5 4 o e ]
55| T - crass Fawey | BT T
Elf;;:’f- ﬂ public: = @' Fallty
: Elfta. Binarigs | Patltyll. ----- @ Faultw()

Bl Includes

virtual ~Faultyi(): Ll ~Faulby

t @ shouldBevirtual() :

¥
u
=
m

roid shonldBeVirtual () = 0O: B

Ford

Fﬂ addreturnstatement, cpp
- €] DeclarerefParameterCanst.cpp
-[h] DeclarerefParameterCanst.h
I_ﬂ Declarevirtual, cpp
E!j Declarevirtual.b
_|£] HeadetFile.h
fﬂ hello.cpp
-4h| hello.h
Fﬂ IncludesHeader . cpp
{g IncludeTypelnfo.cpp _Ij
. [+shel MivedRelational con. r:[ A E 4 | =
[:_- Problems 3 . wil Tasks] £l F‘ru:upertiesll = i::::ns-:uleli & Errar Lu:ug] &7 el
7 errors, 15 warnings, 16 others
Descripkion =~ | Resaurce | Path | Laocation | Tvpe
= @ Errors (7 items)
@ 1093 & pure specifier was given For fu Dedaredirtual.h fhelofsre line & Link Marker
2 14: Symbol ‘mainvoid) previously defir MixedRelational.cpp fhellofsrc line 2 Link Marker
Q 18; Symbol 'mainfvoid) redeclared {sigr MixedRelational cpp Thellafsrc line 2 Link Marker
E.E- 55 Bad type IncludeTypelnfo.cpp Thellafsrc line 7 Link Marker
'ﬁ} 59 Bad type IncludeTypelnfo.cpp Thellofsrc line 7 Link Marker
€2 60: Bad type IncludeTypelnfo.cpp Ihellofsrc line 7 Link Marker
£ 64: Type mismatch {assignment) (ptrs b TypeMismatch, cpp fhellofsrc line 3 Link Marker
F & wWarnings (15 ikems)
H 1 Infos (16 items)

T

Ls

D S hella |




Eclipse CDT: Linticator

-
E@ TypeMismatch.cpp (El MixedRelational.cpp &3 (E@ Declare¥irtual.h 23 ! = O
i class Faulty | _I_"" u
public:
Faulty () :
rvirtual ~Faulty():;
b x| void shouldBeWirtual () = 0O ()
P

1093 A pure specifier was given For function 'Faulty: ishouldBeVirkualivoid)' which was nok wirtual

& quick. fixes available:

@ Ignore message 1093 at this locakion

a Declare Funckion virtual

Prezs 'F2' For Focus

Page: 16



C#: FxCop

Microsoft FxCop - My FxCop Project®
File Edit Project Tools Help

Dl NS > e 9

Targets i-l-:hIgS-I | Active Excluded In Project . Abzant .
3 = )
=l E?J %15" F:E':'F' F‘r_ll?Ject - Level | Fix Category Cettairty | Rule ftem
.: @mijm‘}:i;pe di @ Mon Breaking 95% Mark assemblies wi... abstra
=W} Designlibriy 4 e
&I; gadi'-hstr;ctl: Te Mon Breaking 99% Mark assemblies wi... abstra
i o [V]-® ctor) Te Mon Breaking 35% Assemblies should ... abstra
I':'I--‘QI; GoodAbstrac ?@ Breaking 99% s T el e Lacics
¥ o) ,;rg, Breaking 50%
[ Breaki =
1 Bheiy i T, W tandand | Saving & Compression | Spelling & Analysis |
| =il |

Project Mame: |[u1~_,- FxCop Project |

1 messagels) selected

Report Style sheet: |n::"-.pn:|g|am files"microsoft fucop 13122 XmiFxCopReport sl | E]

Error, Certainty 2%, for "MarkAssembliesWithClsCompl:
- [] Shared Project [] Apphy Style sheet Attempt source file lookup

Target ¢ "abstracttype.dll” (Introspectio
Re=zolution o ""AbetractType' shounld be marked
X - Save Messages
and its walne shonld be truoe. :
Help o "ntcpr//Swww . gotdotnet . comf teany £2 Project: Active | Al Active 1! Excluded [ Absert
Category v "Microsoft.Design™ (String) Repart: .r"-.cti".re |-'ﬁ'“ Kok VI |:|Em’;luden:| |:|:’-'J:|serrt
CheckId GomERINI 4T (Stxring) .
RuleFile ¢ "Design Rules" (String) Report options also dictate console output analyzing this project from FeCopCmd.exe
[ ! —
| o |— Suspend analysis after 100 | exceptions
dipal | Propertes L )
Disable nules after |_'IE | ExCeptions

] Cancel
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//
// wisdom about bugs that remain in PRODUCTION code
//

String wisdomAboutBugs (Programmers p, Techniques t)

{
if (p.areSmartPeople() && p.doNotMakeDumbMistake())

{

return “no bugs in code”;

}

Page: 18



//
// wisdom about bugs that remain in PRODUCTION code
//

String wisdomAboutBugs (Programmers p, Techniques t)

{
if (p.areSmartPeople() && p.doNotMakeDumbMistake())

{

return “no bugs in code”;

}
if(t.isTDD() || t.isPairProgramming() || t.isReview())
{
return “bugs are difficult to find”;
}
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//
// wisdom about bugs that remain in PRODUCTION code
//

String wisdomAboutBugs (Programmers p, Techniques t)

{
if (p.areSmartPeople() && p.doNotMakeDumbMistake())

{

return “no bugs in code”;

}
if(t.isTDD() || t.isPairProgramming() || t.isReview())
{
return “bugs are difficult to find”;
}

return “you lied”;

}
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if (in == null)

try {
in.close();




if (in == null)

try {
in.close();

Eclipse 3.0.0. M8







if (listeners 4= aull)

listeners.remove(listener)




if (listeners 4= aull)

listeners.reméve (listener)

sun.awt.x11.XMSelection
JDK1.6.0, b105










public String foundType()i?%%

return this,fbundType();'ﬁéa




public String foundType()i?%%

ra -rll
r

return this,fbundType()rbﬁ%a

j.l.annotation.AnnotationTypeMismatchException
JDK1.6.0, b13 '




public String foundType()i?%%

ra -rll
r

return this,fbundType()rbﬁ%a

j.l.annotation.AnnotationTypeMismatchException
JDK1.6.0, b13 W/
Bug by Josh Bloch, author of Effective Java

b |

| i
o
it i




7Y More Product Information - Mozilla Firefox

=10l |

| X § | hitkp: e cafepress, o, ukfcpfmoredetails, aspx?productNo=230420068calor o= 1 Bpr=Bishowbleed=Falsedtab=1 '{:L;‘ 2

FindBugs Infinite loop Fitted T-Shirt

Photo=
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Size Charis
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lﬁlf
private fisal String fousdlvpe:
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J,i"it'l!r

* java.lang.annotation.AnnotationTypeMismatchException

* @author Josh Bloch
ir'i!rf
private final String foundType;
public String foundType() {
return this.foundType();
}
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Jllul'ﬁ'ﬁ

43 Jjava, lang.annotation. AnnotationTypeMismatchException

* @author Josh Bloch

private final String foundType;

public String foundType() {
return this.foundType();
!

How many infinite recursive loops can FindBugs
find in your code?

S Sun’s |DK 1.5.0_01
10 Sun's AppServer 8.1 2005Q1
14 IBM's WebSphere £6.0.2
13 JBoss 4.0.2

3 Eclipse 3.1M7

2 Tomcat 5.5.9

Everyone makes stupid mistakes. What do
you use to help you find and fix yours?

Page: 33



& Properties for findbugs =10l %]

It':.fpe Filker ket FindBugs - v -
- Resource
- Builders I Enable project specific settings Caonfigure Warkspace Settings. ..
- Checkskyvle
[ Run automatically, T (alsoon full builds,  analvsis effart IDeFauIt "I
- Jawa Build Path Detector configuration | Reparter configuration | Filcer Files |

- Java Code _St"'fle Disabled detectars will nok participate in FindBugs analysis,
[+ Java Compiler 'Grayed out' detectars will run, howewer they will nok report any resulks o the LI,

[+ Java Editor _ [T show hidden detectars
- Javadoc Location

[ Plug-in Development | Detector id = | Patkern(s) | Speed | Categary -

- PMD AppendingToAnObjectOutputSkream I0 Fask Correctness

- Project References [ BadappletConstructor BAC fask Correctness

- Refactoring Histary BadResultSetAccess SaL Fast Correctness T

- RunjDebug Settings Bad3vntaxForRegularExpression RE Fask Correctness
BadllseQfReturni'alue Ry Fask Dodgy
BadlyCverriddenadapter BOA Fask Correctness
BooleanReturniull P fask Bad practice
ZalToUnsupportediethod Dy Fast Dodgy
CheckImmutablednnotation ICIP Fask Bad practice
CheckTypeQualifiers TQ slow Correckne. ..
ClaneIdiarm [yl Fask Bad practice
Zomparakar Idiom Se fask Bad practice
onfusedInheritance I Fast Dodgy
ConfusionBetweenInheritedAndOuterMethod 1A moderate Dodgy
O crosssitesScripting HR5| %55 Fask Security
DoInsideDoPrivileged DP Fask Bad practice
DonkCatchIlleqalMonitorStateException IMSE fask Bad practice
DontIgnoreResulbOfPULIFAbsent Ry Fast Multithrea. .. ;I
™1 -~ [ n [ -1 .
—Detector details

=y
[~

Restore Defaulks

@:I (] 4 Cancel |
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i@ FindBugs: 3.5

Datei

Bearbeiten  Mavigation Bewettung  Hilfe

Prioritdt | Kategorie | Fehler-Art Fehler-Muster

"ui'l Equal ohjects must have equal hashcodes (4)
"ui'l Infinite Loop (43

"ui'l Mull pointer dereference (31)

"ui'l Problems with equals() (43

--1i‘| Questionable Boolean Assignment (2)

"ui'l Redundant comparison to null (3]

--@ Regular expressions (1)

"ui'l Repeated conditional test (5)

"ui'l Suspicious equalst) comparison (3]

"ui'l Suspicious integer expression (3)

EHfa‘ Switch case falls through (1)

"ui'l Lseless contral flow (1)

-0 Uselass self-operation (6)
T Malicious code vulnerability (3700
0T Multithreaded correctness (15)
F-ICT) Perfarmance (49

-

unclassified

5t
<]

1 notationy'aluelmpl.java in org.eclipse. jdt. apt.core.internal . declaration

96

a7

=k

23
100
101
10z
103
104
105
106
107
103
109
110
111
112
113
114
115
lla
117
113
1149
120
121
122

public SourcePosition getPositioni)
{
final MirrorEind kind = parent.kind():
AZTNode astNode = null:;
switchikind)
i
case ANNOTATION MIRROR:
final AnnotationMirrorImpl anno =
astlode =
break;
case ANNOTATION ELEMENT:
final AnnotationElementDeclarationInpl element =
astlode = element.getdstNodeForDefault() ;
default:
throw new IllegalitateExceptioni); // should newver reach this )

(dnnotationMirrorImpl) paren
anno. getdiTHodeForElenent (_name) ;

[AnmotationEl

b

A4 did not come from source.
if({ astNode == null )
return null;
ifi _index >= 0 && astNode.getNodeType() == 4%TNode.iRRA4Y TNITIALT
final ArravInitializer arravInit = [(ArravInitiali=er)astlode;
final List exprs = arrayInit.expressions():
if (exprs !'= mull && _index < exprs.size() )
astlNode = (43TNode)exprs.get(_index):

if{ astMode == null ) return null:;

=

Suche YWorwarts suchen | Riickwarts su

. 3

r‘ufalue of astMode from previous case is lost here due to switch statement fall through to theow

Dead store due to switch statement fall through to throw

case.

Avalue stored in the previous switch case is ignored here due to a switch fall through to a place where an exception is thrown. [t is likely that vou forgot to put a break or return at the end ofthe pre

http: fffindbugs. sourceforge. netf

@EE} UNIVERSITY




Hudson » chi-wip-wst.cml EMAEBLE AUTO REFRESH

* Back to Dashboard

@" Status

K
= Changes
=

Project cbi-wtp-wst.xml

This is a continuous integration build for the WTP Source Editing XML related components. & build may ocour every half hour if changes have
occurred, Builds are done from HEAD,

“ Workspace _®pisk Usage: Workspace 371MBE, Builds 65ME

G : Workspace

*. FindBugs Warnings Harhehaes Disk Usage Trend
[j CAME Polling Log Last Successful Artifacts &
i = = = | @ ® wst-xml-Autormated-Tests- =
| ¢ Build History (M” MZ01004142336.2ip & = 500
B . o] it 7
@ #1681 fipr 14, 2010 11:33:31 PM ® wstxml-SDK-NZ01004142356.2ip & i} === build
| ® wst-xml-Update-MZ01004142536 200 87 3 [ oocmommomms oo m—orkspace
| @ #180 Apri3, 2010 10:06:56 &M 16ME e
! @ #179 Apri2, 20404:06:22 FM - L B & & B

[= R t Chang o = = =

|0 #178 Apri2, 201020623 PM 16M | ——— Eny = b =
i @ #177 Apriz, 2010 11:50:38 AM 16Me TRebHesuIRIrEH

Latest Test Result(no failures)

for all En for failures |

Permalinks

® | actbuild (#1581) 1 day 9 hr ago
® | ast stable boild (#1813, 1 day 9 hr ago
® | ast successful build {#1581%, 1 day 9 broago

#177
#178
#179
#180
#1861

{just show failures) enlarge

E Chuck Morris can solve the Towers of Hanoi in one move.
FindBugs Trend

E 400 -
(=]
= 300 -
200 -
100 -
nl"\--. oo =3} =1 —
Lt I~ P -] [--3
H by H Eny ETy

Configure... H

[Fotverovinene [® [ [T 4
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FindBug

because its easy
(AT (LR ALY et

http://Findbugs. sourceforge. net/

) More Praduct Information - Mozilla Firefox (o x|

| T |http:f/www.zafeprass.cq.ukj(ptmumdetads.aspx?p;nduztmuzzamzunsamlmmu:1&pr:ﬁ&5huwh\eed:hbs@&¢aﬁ:1 )

FindBugs Infinite loop Fitted T-Ghirt Close Window:

Photos Description Size Charts

o

Zoom In @
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